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En Docket N". 06-36

Annual 64.2009(e) CPNI Certilkation for 2011 covering theprlot calendar year 20 I0

Date filed: Febmary 16, 2011

Name of Company(s) covered by this certification: Cheyenne roYer Sioux Tribe Telephone
Authority

Form 499 Filel'lD: 809682

Name ofsigriatory: J. D. Williams

Title Of signatory: ChiefExecutive Officer

I, J. D. Williams, certify that lam an t1fflcer of the Tribal Authtltlty named above, and
acting as .an agent of the Tribal Authority, .that 1 have personal knowledge that the Tribal
Authority has established operating procedures that are adetj1late to enSUl'e compliance with the
Commission's CPNI mles. See 47C.F.R. §64.2001 ot seq.

Attached to this certification !!s Attachment A is an !!ccompanying statement explaining
how the Tribal Authority's procedures ensUte that it is in compliance with the requirements
(including those mandating the adoption of CPNl procedures, training, recordkeeping, and
supervisory review) set forth in section 64.2001 et seq, of the Commission's rules.

The Tribal Authorilyllas ll"t taken actions (i.e" proceedings instituted or petitions i1k<l
by the Company at either state commissions, the court system, or at the Collll11ission against d!!t(\
brokers) against data brQketain the past year.

The Trib!!l. Authority has not received customer complaints in the past year concerning
the unauthorized: release ofCPNI.

The Trib!!l Authority represents and warrants that the above certificate is consistent with
47 C.F.R. §1.17 which requires truthful and !!ccurate statem,mts to the Comrnission. The Tribal
Authority also acknowledges::.tiJ..t;j:fiiJS~atementsandmisrepresentations to the Commission are
pUllishable under Title 18 of theU.S.~(j ay subject it to enforcement action.

Signed(';~"-;_-hJ~=.~ _

Attachment; Stalement o:f CPNl Compliance Procedures



CHEYENNE RIVER TRIBE TELEPHONE AUTHORITY

STATEMENT OF CPNI COMPLIANCE

The, Cheyenne River Sioux Tribe Telepho.ne Authority provides telecommunications services to

the Cheyenne River Sioux Res~rv~tion in north--central South Dakota, ,he following statement explains

how the Tribe ensures th~t its operating procedures ~nd employee conduct are in compliance with the,

FCC's rules governing Custo~er Proprieta,ry Network Information,

I. Cu~tomer Proprietary Network Information ("ePN'")

CPNl is 'defined In Section 222(f) of the CommunicatIons Act as (Al information that relates

to the quantity, technical. configuration, type, destln~tion, and' amount of USe of a

telecommunications Service subscribed to by any customer of a telecommunications carrier,

and that is made av~i1able to the can:ier by the customer solely by virtue of the carrier­

customer relationship; and IS) Information contained in the bills pertaining to telephone

exchange service or ,telephone toll service received by a customer of a carrier (except that

CPNI does not include subscriber list information).

Generally, CPNI inclUdes personal information regarding a customer's use of his or her

telecom'municatlon. services.' CPNI encompasses information such as: tal the telephone

numbers called by a customer; {bl the length of a customer's phone calls, and (cl the

telecommunications and information services purChased by a customer.

II. Use of CPNlls Restricted

In providing telecommunications services, the C.R.S.I. Telephone Authority ",cognizes that

CPNI includes information that is personal and individually Identifiabie, and that privacy

con~rns h?ve led Congress and the FCC to impose restrictions upon its use and diSclosure,

and upon the provision ofaccess to it by individuals or enti:ties Inside and oLltside the Tribe.

C.R.S.T. Telephone Authority employees and <lgents that deal with CPNI have and will

continue to be informed that tl!ere are substantiaJ federal restrictions upon CPNI use,

distribution and, access. ,In order to be authorited to use or access C.R.S.T, Telephone

Authority's CPNI, employees and agents receiVe training with respect to, the FCC's CPNI

rules,

.111. Permissible uses of CPNI

C.RS.T. Telephone AUthoritY employees and agents are strictly prohibited from u,ina ePNI,

and from providing CPNI to individuals or entities ,inside or outside the Company, except as
follows;



L The Company m~y" after' reteiving an appropriate request, estsblishing a password or

receiving authentication from a customer, disclo~e or provide the customer's ePNI to
any person or entity designated by the customer. All such customer requests (1) must
be i~ memo form from byslness org,ar'l.i.z.ations; (2) customer must give correct

password; (3) if in person, customer must provide photo J.D.; (4) CPNI authorization
form must be filled out 'by customer designating an authorized Ind ividual (s); (5)

compsny employees may call the pho,ne number of record end authenticate the

customer either by asking a few pointed questions such as how long have you had
service with our organizatian, some of the features that are subscribed to, etc.

Z. In tne ahsence of an appropriate written request from the customer, G.R.S.T. Teleph"ne

Authority may provide the customer's phone records or other ePNI to a law

enforcement agency but only in response to a lawfu Iwarrant or subpoena that specifies

the particular ePNI to be furnished:

3. Otherwise, e:R.S.T. Telephone Authority does not use its ePNI for any purpose other

than billing its customers, excepl as shown as 4 and 5 below.

4. The Company and its authorized employee's may use, disclose or permit access ta CPNI

to prollide S€Nices necessary to, or used in, the provision of the telecommunications

services from which the CPNI is derived.

a. The FCC has noted the publishing of directories ss an example of this permitted use.
b. The FCC has indicated that telecommunication carriers may use, disclose or permit

access to ePNI, without customer approval, to provide Inside wiring installation,

maIntenance, and repair services.
c. The FCC has stated that local exchange carriers and commercial radio service may

use ePNI, without customer approval ta market "adjunct-lo-basic' services such as

spaed di>lling, computer provided directory assistance, call monitoring, call tracing,

call blocking, call return, repeat dialing, calling tracking, call w"iting, callerl.D, call

forwarding, and certain other cal! features.
d_ No other uses of ePNI are permitted. However, C.R.S.T. Telephone Authority may

USe ePNI to protect C.R.s.T. Telephone Authority's rights or property, and to

protect users and other carriers from ·fraudulent, abusive or illegal use of (or

subScription to) the telecommunications service from which tha CPNI is derived.

5. e.R.S.T. Telephone AuthoritY may use; disclose, or permit access to CPNI derived from

Its proVisions i:?f !ocal, excha':lge service or long dIstance service, without the customer's

approval, to provide customer premlsas equipmeht ("CPE), call answering, voice mail or

messaging, voice storage and retrieval services, fax stara ·and forward, and protocol

conversion.
6. e.R.S.T. Telephone Authority presantiy does not allow use of its ePNI by its cable TV

affiliate and will not allOW such u~e by.ariy other affiliate. However, C.R.S.T. Telephone

Authority does not foreclose the possibility that it may in the future allow such use by

an affiliate, but only in accordance with the 'opt-in, opt-out' procedures in Sections

64.2007 and 64.2008 of the FCC's Rules.



IV. Disciplinary Procedures

The COmpany has informed its employees and agents that it considers compliance with the

e.R.S.t. Telephone AuthOrity's procedures regarding the use, disclosure, and aCCess to ePNI

to ,be very important. Violations of these procedures and other policies and procedures

regarding e.R.S.r."Telephone A,uthority's provision of telecommunications servlces to the

Cheyenne River Sioux Tribe Res~",atiori will subject the offenders to appropriate disciplinarY

action depending upon the nature and circurnsta nees of the violation.

Icertify that this is a

Keller, Compliance Officer


